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Antivirus Exclusions

This document provides a list of the directory folders that should be excluded from daily scans
or real time protection scans that are made by your antivirus software or any other scanning
software.

Siemens recommends that an antivirus software package be installed with the exclusions
listed below. There are no known incompatibilities with virus protection products and the
UniPOC™ Data Management software.

Important: Make sure the directories specified below are set to “exclude subdirectories” as
there are programs that don't automatically exclude subdirectories.

Siemens recommends the OS be installed on the C: drive. On certain server configurations
Siemens Healthineers related software is installed on the next logical drive available, usually
the E: drive. Note, however, that some components are required to be installed on the C:
drive.

“<DRIVE LETTER>" is to be replaced by the drive lettered partition wherever the installed
program resides. Once the servers have been built, inspected and validated, Siemens can
provide the proper partition letters.

“<VERSION>" is to be replaced by the installed version number of SQL Anywhere on the
server.

“<INSERT BRAND HERE>" is to be replaced with the name of the antivirus software.

UniPOC - All-in-One Server Installation

IS Specific
e C:inetpub
MSMQ Specific
e C:\Windows\System32\msmq
SQL Server Specific
e <DRIVE LETTER>:\Program Files\Microsoft SQL Server
e <DRIVE LETTER>:\Program Files (x86)\Microsoft SQL Server
UniPOC Specific
e <DRIVE LETTER>:\Program Files (x86)\QCM3
Interface Specific
e C:\ProgramData\Sybase
e <DRIVE LETTER>:\Program Files (x86)\NNSY
e <DRIVE LETTER>:\Program Files (x86)\Sybase
e <DRIVE LETTER>:\Program Files (x86)\Conworx\Meditrac
Installation Engineer Specific
e <DRIVE LETTER>:\Software Installs
Anti-virus Client Specific
e < DRIVE LETTER >:\Program Files\<INSERT BRAND HERE>
e <DRIVE LETTER>:\Program Files (x86)\<INSERT BRAND HERE>
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UniPOC Dedicated Ul Server — Dual Server Installation

IS Specific
e C:inetpub
MSMQ Specific
e C:\Windows\System32\msmq
UniPOC Specific
e C:\Program Files (x86)\QCM3
Interface Specific
e C:\ProgramData\Sybase
e C:\Program Files (x86)\Sybase
e C:\Program Files (x86)\Conworx\Meditrac
Installation Engineer Specific
e (C:\Software Installs
Anti-virus Client Specific
e C:\Program Files\<INSERT BRAND HERE>
e C:\Program Files (x86)\<INSERT BRAND HERE>

UniPOC Dedicated DB Server (Siemens Managed) — Dual Server Installation

SQL Server Specific
e <DRIVE LETTER>:\Program Files\Microsoft SQL Server
e <DRIVE LETTER>:\Program Files (x86)\Microsoft SQL Server
IS Specific
e Cinetpub
MSMQ Specific
e C:\Windows\System32\msmq
UniPOC Specific
e <DRIVE LETTER>:\Program Files (x86)\QCM3
Installation Engineer Specific
e <DRIVE LETTER>:\Software Installs
Anti-virus Client Specific
e <DRIVE LETTER>:\Program Files\<INSERT BRAND HERE>
e <DRIVE LETTER>:\Program Files (x86)\<INSERT BRAND HERE>

UniPOC Dedicated MeterCom Server — Triple Server Installation

IS Specific
e C:inetpub
MSMQ Specific
e C:\Windows\System32\msmq
UniPOC Specific
e C:\Program Files (x86)\QCM3
Installation Engineer Specific
e (C:\Software Installs
Anti-virus Client Specific
e C:\Program Files\<INSERT BRAND HERE>
e C:\Program Files (x86)\<INSERT BRAND HERE>
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Dedicated dNote Interface Server

[IS Specific -- (If i-STAT DE or WRX software is installed)
e C:inetpub
e C:\Windows\System32\inetsrv
e C:\Windows\SysWOW64\inetsrv
SQL Server Specific (If dNote ADT or WRX software installed)
e C:\Program Files\Microsoft SQL Server
e C:\Program Files (x86)\Microsoft SQL Server
Interface Specific
e C:\ProgramData\Sybase
e C:\Program Files (x86)\NNSY
e C:\Program Files (x86)\Sybase
DE Software — (If i-STAT DE is installed on server)
e C:\DEAUTOBACKUP
e C\Program Files (x86)\APOC
e C:\Program Files (x86)\SQL Anywhere <VERSION>
Installation Engineer Specific
e (C:\Software Installs
Anti-virus Client Specific
e C:\Program Files\<INSERT BRAND HERE>
e C:\Program Files (x86)\<INSERT BRAND HERE>
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