SIEMENS .., Siemens Healthcare Diagnostics Products GmbH
Healthineers":'. Cybersecurity Bulletin

ID: SP_2020111801_CyberSecurityBulletin_Win10_P104

Cybersecurity Bulletin Date: 2021.07-09

Affected Products:
Analyzer Minimum Version Operating System Additional Approx. Inst.
Requirements Time (min)
1. BCSXP V1.1.1 for SBA 2.0 Windows 10 1809° n/a 50-120 min
2. Atellica COAG 360 V1.7 Windows 10 1809° n/a 50-120 min
3. Atellica NEPH 630 V1.1 for SBA 2.0 Windows 10 1809° n/a 50-120 min
4. BN ProSpec V1.4.1for SBA2.0  Windows 10 1809° n/a 50-120 min
Urgency: Remark:
. High Security Risk: If urgency is critical, immediate
@ Critical installation is recomended for affected product!
= Normal Normal Security Risk: If urgency is normal,
installation is recomended for affected product!
Contact:

For further assistance, contact your local Siemens Healthcare Diagnostics representative.
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Content
Manufacturer
#
Name Id#, Version Release Date | Description Description Link
1 McAfee Application Control | https://kc.mcafee.com/corpor
' McAfee 8.3.0-303 2020-04-30 and McAfee Change Control | ate/index?page=content&id=
8.3.0-303 KB87944
https://support.microsoft.com/
en-us/topic/july-6-2021-
2. . Microsoft 06 July 2021 - kb5004947-0s-build-17763-
Microsoft KB5004947 2021-07-06 Out-of-band update 2029-out-of-band-71994811-
ff08-4abe-8986-
8bd3a4201c5d
https://support.microsoft.com/
en-us/topic/june-8-2021-
kb5003255-cumulative-
3 Cumulative Update for .NET | update-for-net-framework-3-
' Microsoft KB5003255 2021-06-08 Framework 3.5 and 4.8 for 5-and-4-8-for-windows-10-
Windows 10 Version 1809 version-1809-and-windows-
server-version-2019-
df75fb75-142a-4d1a-8950-
15f5f884f80e
Security intelligence
4, . updates for Windows https://www.microsoft.com/en
Microsoft 1.343.664.0 2021-07-09 Defender Antivirus and -us/wdsi/defenderupdates
other Microsoft antimalware
5. Siemens 2.1.8 12i VNC Server update ---
6. Siemens 2021-04-06 12i Agent Security Provider L
update
7. . 12i Agent Configuration
Siemens 2021-04-22 modification for ANEPH 630 | ~
https://support.microsoft.com/
8. Microsoft KB4577586 2020-10-27 Microsoft removal of Adobe | en-us/help/4577586/update-
Flash for-removal-of-adobe-flash-
player
https://support.microsoft.com/
en-us/topic/kb5003711-
9. . Servicing stack update for servicing-stack-update-for-
Microsoft KB5003711 2021-06-08 Windows 10, version 1809 windows-10-version-1809-
june-8-2021-cc836592-f55c¢-
4da9-820b-e4d3c5c5cl1dl
Cumulative Update 23 for https:?/supr;(l'()gt.mlcrosoft.com/
10 . SQL Server 2017: en-us/topic/kb5000685-
' Microsoft KB5000685 2021-02-24 Product version: ’ cumulative-update-23-for-sql-
14.0.3381.3 ) server-2017-22b653c7-8487-
T ) 4564-9db2-b5c1bd465145
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https://support.microsoft.com/en-us/help/4577586/update-for-removal-of-adobe-flash-player
https://support.microsoft.com/en-us/topic/kb5003711-servicing-stack-update-for-windows-10-version-1809-june-8-2021-cc836592-f55c-4da9-820b-e4d3c5c5c1d1
https://support.microsoft.com/en-us/topic/kb5003711-servicing-stack-update-for-windows-10-version-1809-june-8-2021-cc836592-f55c-4da9-820b-e4d3c5c5c1d1
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https://support.microsoft.com/en-us/topic/kb5003711-servicing-stack-update-for-windows-10-version-1809-june-8-2021-cc836592-f55c-4da9-820b-e4d3c5c5c1d1
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Siemens Healthineers confirms that the patches included in this package, are solely intended
to improve the cybersecurity of the system(s) and have no influence on the safe operation of
the Siemens Healthineers products.

Please note:

This Cybersercurity Patch replaces all predecessor Cybersercurity Patches for Windows 10.
Installing this latest released Cybersercurity Patch is equivalent to the installation of all
predecessor Cybersercurity Patches.

The patches included in this package can only be installed if all preconditions are fulfilled. This
may include:

e Proper operating system version
e Proper service pack installed
e Precursor patches are installed

Installation Instructions

Installation via Secure Download:
Doc Lib: https://www.healthcare.siemens.com/doclib
e Use the URL for download of the released security patches.

e Copy the downloaded file to a mobile storage device (USB Flash Drive)
e Transfer the file to the instrument computer

Note: One or more restarts of the computer, which require(s) password entry, may be needed.
For further information refer to

BCS ® XP System Secure Download Software Instruction Manual

BN ProSpec ® System Secure Download Software Instruction Manual
Atellica COAG 360 System Instruction Manual

Atellica NEPH 630 System Instruction Manual
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